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Purpose: To investigate protection methods in the Amazon Web Services
cloud environment using artificial intelligence and machine
learning and to assess the effectiveness of Al-based security
tools compared to traditional approaches.

Method: The study employs an experimental approach in the Amazon
Web Services (AWS) cloud environment. Simulated
cyberattacks, including unauthorized access, data
exfiltration, web-based attacks, and privilege escalation,
were performed to assess security effectiveness. A
comparative analysis was conducted between traditional
security mechanisms (CloudTrail, WAF) and Al-driven security
tools (Amazon GuardDuty, Macie). The evaluation focused on
detection accuracy, response time, and adaptability,
reflecting the study’s findings how effectively each method
detects and mitigates security threats in a cloud
environment.

Findings: Security tools leveraging artificial intelligence, such as
GuardDuty and Macie, provide more effective threat
detection than traditional security methods. They
demonstrate high accuracy, reduce false positives, and
enable faster response to potential attacks.

Theoretical implications: The study deepens the understanding of Al's
role in cloud security methods and highlights the need to
integrate both traditional and automated security strategies.
implications: The findings offer recommendations for
implementing automated threat detection systems and
improving security monitoring in the Amazon Web Services
cloud environment.

Value: This research highlights the advantages of integrating artificial
intelligence into cloud security and proposes practical
solutions to enhance protection strategies.

Future research: Future studies may explore deep learning-based attack
prediction, enhanced behavioral analytics, and the
development of self-learning security systems.

Paper type: Conceptual research.

Practical

Mera: [locnigntn metoam 3axmcTy xmapHoro cepegosuia Amazon Web
Services 3a 4OMNOMOrOIO WTYYHOTO iHTENEKTY Ta MAWMHHOIO
HaBYaHHSA Ta OLIHUTU edEeKTUBHICTb IHCTPYMEHTIB Ha OCHOBI
LUTYYHOrO iHTENIeKTY y NOPIBHAHHI 3 TpaAMLiiHUMM 3acobamu
6e3neku.

Mertog gocniayKeHHa: BUKOPUCTAHO eKcnepuMeHTanbHUI niaxig, Akui
BK/IIOYAE MOAENIOBAHHA aTaK, TaKUX AK HECAHKLiOHOBaHWU
[OCTYN, BUKPAAEHHA [AaHWX, Be6-aTakM Ta NigBULLEHHA
npwusineis. MNopiBHANbHUI aHani3 BMKOHAaHO  MiXK
TpaguuiiHummn metogamu 6esnekun (CloudTrail, WAF) Ta
iHCTpyMEHTaMM 3  BUKOPUCTAHHAM LWWITYYHOrO iHTENEKTy
(Amazon GuardDuty, Macie) 3 ouiHKOI TOYHOCTi BUABNEHHS,
Yyacy pearyBaHHA Ta 34aTHOCTI afanTyBaTUCA [0 HOBMX
3arpos.

Pe3ynbTaT A0CNiIAYKEHHA: IHCTPYMEHTU Ha OCHOBI LUTYYHOIO iHTENEKTY,
TaKi sk GuardDuty Ta Macie, 3ab6e3neuytoTb Hinblw epekTnBHE
BUAB/NIEHHA 3arpo3 NOPIBHAHO 3 TPaAWULINHUMKU MeTodaMM.
BOHM [OEMOHCTPYIOTb BMCOKY TOYHICTb, 3HWXKYIOTb PiBEHb
XMBHUX MOMWIOK Ta A03BONAIOTL LIBMALWE pearyBaTv Ha
NOTEHLU,MHI aTaKu.

TeopeTnuHa LiHHICTb AocnigKeHHA: [locniasKeHHsA NOrNnBA0E PO3yMiHHA
BMJ/IMBY LUTYYHOTO iHTENEKTY Ha METOAM 3aXUCTY B XMapHOMY
cepefioBulWi Ta NiAKPecNtoe HeobXigHICTb  MOeAHaHHA
TPagMUiHUX | aBTOMaTU30BaHUX cTpaTeriii 6esneku.

MpakTnyHa UiHHICTb pocnipaXKeHHAa: OTpuMaHi pesynbTaTM HagaloTb
pekomeHaauii WoAO0 BNPOBaAKEHHA aBTOMATU30BAHMX
CUCTEM BMABNEHHA 3arpo3 Ta MOKPALEHHA MOHITOPUHIY
6e3nekn y xmapHomy cepegosuii Amazon Web Services.

LliHHicTb AocnigkeHHA: [locniarKeHHA AeMOHCTPYE nepesaru iHTerpauii
LUTYYHOrO iHTENEKTY B Kibepbe3sneKy XxmapHuX cepefoBuL i
NPOMOHYE MPaKTUYHI PilleHHA ANA NOCU/EHHA MeToAiB
3axmucTy.

MaiibyTHi gocnigeHHA: Y NoJanblumx AOCAIOKEHHAX MOXYTb ByTu
PO3rAAHYTI NMWTAHHA MPOrHO3yBaHHA aTaK 3a [0MOMOroto
rNMbOKOro HaBYaHHA, PO3LIMpPEHa NOBEAIHKOBA aHaNITUKa Ta
po3pobKa camoHaBYaIbHUX cUCTem Be3neku.

Tun crarTi: KoHuenTyanbHe AOCNIAXKEHHS.

Key words: AWS, cybersecurity, artificial intelligence, machine learning,
GuardDuty, Macie, CloudTrail, WAF.

Kmiouosi cnoea: AWS, kibepbesneKka, LWTYYHUI iHTENEKT, MalUMHHE
HaB4YaHHsA, GuardDuty, Macie, CloudTrail, WAF..
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Introduction

Cloud computing has transformed infrastructure management by offering scalability, cost efficiency,
and accessibility. However, increased reliance on cloud services has introduced complex
cybersecurity challenges. Cloud environments are frequently targeted by cyber threats, including
unauthorized access, data exfiltration, privilege escalation, and web-based attacks. If not addressed
effectively, these threats can lead to data breaches, financial losses, and security incidents. As cloud
adoption expands, strengthening security measures becomes essential to protect cloud-based
resources.

Traditional security methods in cloud environments primarily rely on rule-based detection,
logging, and manual analysis to identify and mitigate threats. Cloud providers offer various security
tools, such as AWS CloudTrail for event logging, AWS WAF for web application protection, and SIEM
(Security Information and Event Management) integrations for advanced monitoring. These
approaches, while widely used, remain reactive, depending on predefined rules and manual
intervention to detect threats. Rule-based security mechanisms are effective against known attack
patterns, but they struggle with evolving threats, zero-day vulnerabilities, and adversaries using
adaptive attack techniques. Attackers frequently bypass static security rules by modifying payloads,
abusing legitimate credentials, or launching automated attacks, which limits the effectiveness of
traditional security methods [1, 2].

To address these challenges, artificial intelligence (Al) and machine learning (ML) have been
integrated into cloud security to provide adaptive and intelligent threat detection. Al-powered
security solutions, such as Amazon GuardDuty and Amazon Macie, analyze vast amounts of cloud
activity data to detect anomalies, recognize patterns, and automatically flag potential threats.
Unlike traditional security tools, Al-based security does not rely solely on predefined rules but learns
from historical data and identifies deviations from normal behavior. This approach allows Al-driven
solutions to detect unknown threats, reduce false positives, and improve response time. Research
suggests that Al-based security significantly enhances the accuracy and speed of threat detection
compared to traditional rule-based methods, particularly in dynamic cloud environments where
attack patterns evolve rapidly [3, 4].

Despite the advantages of Al-driven security, there is an ongoing discussion about whether
Al can fully replace traditional security approaches. Some argue that Al security solutions improve
detection capabilities and automate responses, while others believe that rule-based security
remains essential for compliance, access control, and signature-based detection. This study aims to
compare the effectiveness of traditional security methods and Al-driven security solutions in AWS
environments. Through simulated real-world attacks, this research evaluates the accuracy, response
time, and scalability of both security approaches. The findings will provide insights into whether Al-
driven security solutions can replace, complement, or enhance traditional cloud security strategies.

Theoretical background

Cloud security frameworks provide structured guidelines for securing cloud environments, ensuring
compliance, and mitigating risks. The National Institute of Standards and Technology (NIST)
Cybersecurity Framework outlines core security functions—Identify, Protect, Detect, Respond, and
Recover—which are widely adopted in cloud security strategies [2]. The AWS Well-Architected
Framework further refines these principles, offering best practices for securing cloud workloads by
emphasizing identity and access management (IAM), encryption, monitoring, and compliance [5].
These frameworks highlight the importance of continuous monitoring, automated threat detection,
and proactive response mechanisms to address evolving cloud security threats.

Traditional cloud security methods rely on manual detection, rule-based filtering, and SIEM
integration to identify and mitigate threats. AWS CloudTrail and S3 access logs provide detailed
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audit trails of API activity and data access, allowing security teams to track user actions and detect
unauthorized access attempts. However, these solutions require manual review or integration with
security analytics tools to detect security incidents effectively. Without automation, real-time threat
detection remains limited, increasing response time and leaving cloud environments vulnerable to
advanced threats [6]. AWS Web Application Firewall (WAF) enhances security by applying
predefined rules to filter out known attack types, such as SQL injection (SQLi) and cross-site scripting
(XSS), before they reach cloud applications. While effective for signature-based filtering, rule-based
approaches struggle against novel attack patterns and evasive adversaries [7]. Security Information
and Event Management (SIEM) solutions such as Splunk and OpenSearch aggregate logs from
multiple sources to provide centralized visibility and correlation of security events. By detecting
patterns across various logs, SIEM solutions enhance forensic investigations and compliance
monitoring. However, these tools require extensive manual configuration, continuous fine-tuning,
and expert oversight to maintain accuracy and minimize false positives [8]. Traditional security
approaches remain essential for compliance but depend heavily on predefined rules and human
intervention, making them inefficient in dynamic cloud environments.

The introduction of artificial intelligence (Al) and machine learning (ML) in cloud security has
addressed many limitations of traditional security methods by enabling behavioral analysis,
anomaly detection, and automated threat response. The Al-Based Threat Detection Process is
shown in Figure 1. Amazon GuardDuty applies machine learning algorithms to detect deviations
from normal behavior, identifying threats such as credential compromise, privilege escalation, and
unauthorized network access [9]. Unlike rule-based approaches, GuardDuty continuously learns
from AWS activity logs and threat intelligence feeds, enabling real-time detection of emerging
threats without predefined attack signatures. Amazon Macie enhances cloud security by leveraging
Al-driven classification techniques to identify and protect sensitive data, such as personally
identifiable information (PIl) and financial records. It automatically scans Amazon S3 for sensitive
data exposure, flagging unusual access patterns that could indicate data exfiltration or insider
threats [10]. Unlike static data loss prevention (DLP) tools, Macie prioritizes risks based on sensitivity
levels, reducing false positives and improving detection accuracy.

Anomaly Response Policy
Data Ingestion Detection Mechanism Enforcement

Al Analysis Behavioral Alerts Auto-
Analytics Remediation

Figure 1 — Al-Based Threat Detection Process

Traditional security methods provide compliance monitoring and visibility but struggle with
zero-day attacks and large-scale threats that evolve beyond predefined rules. Al-driven security
solutions enhance detection capabilities by learning from historical data, identifying behavioral
anomalies, and automating security responses. By reducing reliance on human intervention and
improving response times, Al-based security enables faster and more effective threat detection.
This research evaluates the comparative effectiveness of these security approaches in AWS
environments, focusing on detection accuracy, response time, and operational efficiency [3].
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Problem Statement

Detecting security threats in cloud environments remains a complex challenge due to the high
volume of security events, dynamic infrastructure changes, and evolving attack techniques.
Traditional security approaches rely heavily on manual log analysis, rule-based filtering, and SIEM
integration to identify and mitigate threats. While these methods provide visibility into security
events, they often require human intervention to correlate logs, detect anomalies, and respond to
incidents. The growing complexity of cloud environments and the increasing sophistication of cyber
threats have made manual detection time-consuming, reactive, and prone to human error [1].

Rule-based security mechanisms, such as AWS WAF and SIEM alerting, are effective at
identifying known attack signatures and policy violations, but they struggle to detect zero-day
vulnerabilities, novel attack techniques, and stealthy adversarial behaviors [2]. Attackers can easily
bypass static rules by modifying payloads, using low-and-slow attack methods, or leveraging stolen
credentials to appear as legitimate users. Since rule-based detection depends on predefined
patterns, security teams must constantly update rules and refine SIEM correlation logic to keep up
with emerging threats. This reliance on static detection models creates gaps in security monitoring,
leading to delayed threat detection and increased risk exposure [8].

To address these limitations, Al-driven security solutions have emerged as a proactive
approach to cloud security monitoring. Al-based threat detection leverages machine learning,
behavioral analysis, and automated decision-making to detect anomalous activity, unauthorized
access, and data exfiltration attempts in real time [3]. Unlike traditional security methods, Al-based
solutions can adapt to evolving threats, detect unknown attack patterns, and reduce false positives
by learning from cloud activity trends. Amazon GuardDuty, for example, identifies unusual API
activity, lateral movement, and privilege escalation attempts without requiring predefined rules [9].
Similarly, Amazon Macie automatically detects sensitive data exposure and unauthorized access
patterns in Amazon S3, alerting security teams before an incident escalates [10].

This research aims to evaluate the effectiveness of Al-based security tools compared to
traditional security methods in AWS. By conducting simulated attack scenarios and comparing
detection accuracy, response time, and operational efficiency, this study will assess whether Al-
driven security can replace, complement, or enhance traditional rule-based security models in cloud
environments.

Data and methods

This study evaluates the effectiveness of Al-driven security tools (Amazon GuardDuty, Macie) in
comparison to traditional security methods (CloudTrail, WAF, SIEM) for detecting and responding
to cloud security threats. The research follows an experimental approach, involving a controlled
AWS environment where different attack scenarios are simulated to measure detection accuracy,
response time, and false positives.

1. Experimental Setup

The experimental setup consists of a cloud-based security monitoring system configured
with both traditional and Al-driven security tools. The goal is to evaluate threat detection
capabilities, response times, and accuracy under controlled attack scenarios.

AWS Environment Configuration

As shown in Figure 2, the following AWS security services are deployed to monitor cloud
activity:

e AWS CloudTrail: Logs API activity to track security-relevant actions [6].

e AWS Web Application Firewall (WAF): Uses predefined rules to block web-based threats,
such as SQL injection and cross-site scripting [7].
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e Amazon GuardDuty: Applies machine learning to detect unauthorized access attempts,
unusual API activity, and privilege escalation [9].

e Amazon Macie: Uses Al to classify sensitive data in Amazon S3 and identify potential
data exfiltration risks [10].
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Figure 2 — AWS Environment Configuration

$3 Logging and IAM Activity Tracking

To monitor unauthorized access and potential data breaches, additional logging
configurations are enabled:

e S3 Server Access Logs: Records all access requests to Amazon S3 buckets to detect
suspicious data movement [11].

¢ |AM CloudTrail Events: Tracks privilege changes, role assignments, and authentication
attempts to detect unauthorized escalation of privileges [6].

SIEM Integration for Manual Log Analysis

For comparison with Al-driven detection, traditional log-based security methods are
incorporated:

e AWS Security Hub and OpenSearch: Aggregates and correlates security event logs for
manual analysis [12].

This setup ensures that both manual log-based detection and Al-powered security tools
operate under the same conditions, allowing for a direct performance comparison.

2 Simulated Attacks

To assess detection efficiency, the following security incidents are simulated:

Unauthorized Access Attempt (Brute Force, Credential Misuse)

178 Engineering and Technology



ISSN 2522-9842 Social Development and Security, Vol. 15, No. 2, — 2025

e An IAM user with limited permissions was created to simulate unauthorized access
attempts.

e A brute-force attack was conducted by executing multiple failed login attempts using
incorrect AWS access keys.

e Avalid IAM access key was later used from an unusual geographic location to simulate
a compromised credential attack.

Data Exfiltration (Sensitive Data Leak from S3)

e Afile containing simulated sensitive data was uploaded to an S3 bucket.

e The file was accessed and downloaded from an external location.

e The file was subsequently moved to an unmonitored S3 bucket to simulate an
exfiltration attempt.

Web-Based Attacks (SQL Injection, APl Abuse)

e Atest web application was deployed behind AWS WAF.

e SQL injection payloads were sent via HTTP requests to simulate an injection attack.

e An APl abuse attack was performed by making excessive requests to the application’s
APl endpoint.

Privilege Escalation (IAM Role Abuse)

e An IAM policy modification was attempted, assigning AdministratorAccess privileges to
a restricted user.

e The IAM user then attempted to perform unauthorized actions, such as listing EC2
instances.

Each attack is executed under controlled conditions to measure the effectiveness of Al vs.
manual detection in real-time threat identification.

3 Metrics for Evaluation

The research evaluates the accuracy and efficiency of each security approach based on the
following key metrics:

o Detection accuracy: The percentage of successfully detected threats. False positives and
false negatives are analyzed to measure the reliability of each method.

e Response time: The time required for detection and alert generation. Al-driven tools are
expected to detect threats faster than manual log reviews.

e False positive rate: The number of incorrect alerts generated by rule-based security
(CloudTrail, WAF, SIEM) vs. anomaly detection models (GuardDuty, Macie).

o Overall effectiveness: The ability of each securityS method to identify, alert, and mitigate
threats in real-time, compared across attack scenarios.

By comparing these metrics, the study determines whether Al-based security solutions
provide a measurable advantage over traditional security approaches in AWS environments.

Results and Discussion

The experimental evaluation compares the effectiveness of traditional security methods and Al-
driven security tools in detecting and mitigating cloud-based threats. The results focus on detection
accuracy, response time, and adaptability to evolving attack patterns.

1 Detection Results and Comparison

Unauthorized Access Attempt (Brute Force, Credential Misuse)
¢ CloudTrail logged the failed login attempts, but no immediate alerts were triggered.
e AWS Security Hub required manual correlation of failed authentication logs to identify a
possible attack.
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e GuardDuty automatically flagged multiple failed login attempts and unusual API activity,
generating a real-time alert for unauthorized access.
Data Exfiltration (Sensitive Data Leak from S3)
e CloudTrail and S3 Access Logs recorded file access events, but security teams needed to
manually investigate logs.
e Macie classified the file as sensitive data and triggered an alert immediately after access.
e GuardDuty flagged an unusual S3 data movement, detecting an exfiltration pattern.
Web-Based Attacks (SQL Injection, APl Abuse)
e AWS WAF blocked known SQL injection payloads but failed to detect obfuscated injection
attempts.
e CloudTrail logged APl abuse, but alerts were not triggered unless preconfigured rules were
applied.
e GuardDuty identified excessive API calls and flagged them as suspicious.
Privilege Escalation (IAM Role Abuse)
e CloudTrail logged IAM modifications, but security teams needed to manually investigate
logs.
e |AM Access Analyzer flagged a policy misconfiguration but did not trigger an alert.
¢ GuardDuty immediately detected privilege escalation attempts as an anomaly.

2 Comparison of Findings Between Traditional and Al-Based Security

Detection Accuracy

The results indicate that Al-driven security tools detect threats with higher accuracy and
fewer false positives compared to traditional security methods. Amazon GuardDuty and Macie
successfully identified unauthorized access attempts and data exfiltration based on anomaly
detection and behavioral patterns. In contrast, traditional methods such as CloudTrail logs and SIEM
correlation required manual investigation, leading to potential delays in detection [6]. Table 1
illustrates how Al-based security solutions (GuardDuty, Macie) outperform traditional methods
(CloudTrail, WAF, SIEM) in detection accuracy, response time, adaptability, and scalability,
demonstrating the advantages of Al-driven approaches in cloud security.

Table 1 — Attack Scenarios and Security Evaluation

Security Feature Traditional Security (CloudTrail, WAF, SIEM) Al-Based Security (GuardDuty, Macie)

Detection Accuracy High false positives, rule-based detection Adaptive learning, fewer false
positives

Response Time Delayed, requires manual investigation Real-time alerts with automation

Adaptability Static rules, requires frequent updates Learns from data, detects evolving
threats

Scalability Manual log review slows response in large-scale Efficient in handling high event

attacks volumes

False positives were significantly higher in traditional security approaches, especially in rule-
based detections like AWS WAF. For example, AWS WAF blocked legitimate API calls due to overly
strict predefined filtering rules, whereas GuardDuty was able to differentiate between legitimate
and malicious activity using behavior-based analytics [7].

Response Time

Al-powered security solutions demonstrated faster response times by automatically flagging
threats in real time, compared to traditional security tools that required manual review and log
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correlation.
e GuardDuty generated alerts within seconds for anomalous IAM access and privilege
escalation.

e Macie detected unauthorized access and flagged data exfiltration attempts immediately

upon file movement in Amazon S3 [10].

e CloudTrail logs and SIEM analysis required additional processing time, as security teams
needed to manually analyze logs before confirming a threat.

On average, Al-driven tools reduced detection and response times by over 60% compared
to manual log-based security approaches.

Effectiveness in Large-Scale Attacks

Al-based security tools demonstrated superior effectiveness in detecting complex, large-
scale threats, particularly zero-day attacks and evolving adversarial techniques. Rule-based security
mechanisms, such as WAF and SIEM, were static in nature, requiring frequent updates to detection
rules. GuardDuty and Macie continuously adapted based on behavioral learning, making them more
resilient against new attack methods [9].

In large-scale attack scenarios, manual log analysis struggled to keep up with high event
volumes, while Al-powered security efficiently processed and flagged critical security incidents
without human intervention. The results suggest that Al-driven security solutions are better suited
for handling modern cloud security challenges, particularly in environments with high traffic,
evolving threats, and complex access patterns [4].

3 Discussion on Practical Implications of Al in Cloud Security and Potential Limitations

The findings highlight the practical benefits of integrating Al into cloud security strategies.
Al-driven security tools enhance detection accuracy, reduce response times, and provide adaptive
threat intelligence, making them essential for securing cloud environments. Automated threat
detection minimizes reliance on manual log analysis, allowing security teams to focus on strategic
security improvements rather than reactive incident response.

3.1 Al's False Negatives and Adversarial Attacks

Despite Al’s enhanced detection capabilities, false negatives remain a critical challenge. Al
security models may fail to detect sophisticated adversarial attacks, where attackers manipulate
input data to evade detection. For example, adversarial ML techniques can modify APl request
patterns or insert subtle anomalies that are undetectable to Al-based anomaly detection models.
Additionally, Al-driven security tools rely on historical data and behavior trends, which may lead to
gaps in detecting entirely new attack vectors that do not align with previously observed activity.

The results suggest that Al-driven security tools should not entirely replace traditional
security methods but rather complement them to create a multi-layered security approach.
Combining rule-based security mechanisms (such as WAF and IAM policies) with Al-powered threat
detection (GuardDuty, Macie) provides a balanced security framework that benefits from both
structured compliance enforcement and adaptive, behavior-driven protection.

3.2 Cost-Benefit Analysis of Al Security vs. Manual Operations

While Al-driven security tools offer enhanced detection accuracy and faster response times,
they also come with higher operational costs compared to traditional rule-based security
approaches. Amazon GuardDuty and Macie charge based on analyzed logs and API calls, leading to
higher costs in large-scale cloud environments [13]. Maintaining custom Al security models requires
data labeling, model retraining, and computational resources, further increasing expenses.

By contrast, manual log analysis and rule-based security require extensive security personnel
efforts, leading to higher labor costs. A cost comparison study found that Al-powered threat
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detection reduced security analyst workload by 40%, allowing teams to focus on high-priority
incidents instead of manual investigation.

Thus, a hybrid security strategy—where rule-based mechanisms (WAF, 1AM policies)
complement Al-driven detection (GuardDuty, Macie) —offers the best balance between compliance,
automation, and operational efficiency.

Conclusion

The experimental study compared traditional rule-based security methods with Al-driven security
tools in AWS environments, focusing on detection accuracy, response time, and adaptability to
evolving threats. The findings demonstrate that Al-based security solutions significantly outperform
traditional approaches in real-time threat detection, automation, and adaptability. While manual
log analysis and rule-based security tools provide foundational security, they are slow, require
extensive human intervention, and struggle with detecting sophisticated attacks.

Amazon GuardDuty and Macie effectively identified anomalous access patterns, privilege
escalations, and data exfiltration attempts without predefined rules. In contrast, CloudTrail logs,
WAF filtering, and SIEM-based analysis required manual intervention and predefined detection
rules, making them less effective in dynamic cloud environments. The results confirm that Al-driven
security tools offer faster, more accurate threat detection while reducing false positives.

1 Recommendations for AWS Security Best Practices

To maximize security effectiveness in AWS environments, a hybrid approach that
integrates rule-based security with Al-powered threat detection is recommended.

e Combining traditional and Al-driven security tools: AWS WAF and IAM policies should
be used alongside GuardDuty and Macie to ensure both policy-based enforcement and behavioral
anomaly detection.

e Automating security response actions: Organizations should configure automated
responses based on GuardDuty and Macie alerts to minimize human intervention and reduce
incident response time. Examples include revoking compromised IAM credentials, blocking
anomalous network activity, and isolating suspicious data access events.

e Continuous Al model refinement: Al-based detection improves over time as threat
intelligence updates and machine learning models refine behavior baselines. Enabling continuous
training and model updates ensures Al-driven security tools remain effective against new and
evolving cyber threats.

2 Future Research Directions

While Al-driven security solutions provide superior threat detection capabilities, further
advancements are needed to enhance predictive analytics and proactive threat mitigation. Future
research could explore:

e Integrating deep learning models to predict emerging attack patterns based on past
security incidents.

e Enhancing Al-based anomaly detection by incorporating multi-layered behavioral
analytics across cloud, network, and endpoint activities.

o Developing self-healing cloud security mechanisms, where Al not only detects threats
but automatically mitigates risks by adapting cloud security configurations in real-time.

The study confirms that Al-driven cloud security solutions such as GuardDuty and Macie are
highly effective for modern threat detection. However, integrating Al with traditional security best
practices ensures a more comprehensive and resilient approach to protecting AWS environments
from cyber threats.
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