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Purpose: The purpose of this article is to outline the essence of
information operations, their relation to the hybrid warfare
and most of all indicate the legal aspects of information
operations in Poland.

Design/Method/Approach: This article presents considerations about
legal aspects of information operations in Poland.

Findings: The dynamic development of information systems and
accompanying technologies, apart from undoubted positives,
generates new threats. With their help, it is possible to create
a false image of reality, leading to a morale collapse of the
subject against whom information operations are directed.

Practical implications (if applicable): In the reality of a democratic state
ruled by law, all actions, including those that are a
manifestation of information warfare, must be taken only on
the basis of the law and within its limits. In the case of Poland,
there is no one universal legal regulation that would deal with
this issue in a comprehensive manner. Existing standards are
scattered across various laws and only indirectly deal with
information operations. This is major neglect on the part of the
decision-making elites of the Polish state. The events that have
taken place over the past few months on the Polish-Belarusian
border have highlighted the normative deficits in this regard.

Originality/Value: Information was, is and will be one of the most
important resources of any organization, including the state. It
is not a surprise that, on the one hand, it is systemically
protected, and on the other hand, it is sometimes the target
of various types of attacks. Nowadays, thanks to the
ubiquitous ICT technologies and global communication, it is
possible — with the help of information — to influence not only
the individual but also entire social groups, and finally the
society of a given country. These organized actions take the
form of information operations as part of information warfare
in the noosphere. Moreover, they can be considered a
permanent element of hybrid wars.

Research limitations/Future research: It is the need for urgent action
by the parliament in order to pass a law dedicated to the
possibility of undertaking information warfare by designated
entities and services, with particular emphasis on secret
forces. In this way, Poland's resilience to threats resulting from
the concept of hybrid war will be increased.

Paper type: Theoretical.

Key words: information operations, security, law, Enlargement, hybrid
war.

1. Introduction

Meta po6otu: MeTolo CTaTTi € OKpecNeHHA CYTHOCTI iHbopMaLiiHNX
onepauii, ix BiAHOWEHHA A0 ribpuaHoi BiiHM, @ Hacamnepep,
— NpaBOBi acnekTH iHpopmaLinHMx onepauiii y Monbuyi.

Auzaiti/Metop/Nigxia pochipgkeHHa: Y  cTaTri  npeacTas/ieHi
MipKyBaHHA NPO NpaBoBi acnekTu iHbopmaLiiH1X onepaLin y
MonblLui.

Pe3ynbTaTv AOCNiAKeHHA: JyHAMIYHNIA PO3BUTOK iHOOPMALLiHMX cucTeM
Ta CYNyTHIX TEXHOANOriW, OKpiM 6Ge3CyMHIBHMX MNO3UTUBIB,
NOPOKYE HOBI 3arpo3n. 3 iX AOMOMOrOKd MOMKHa CTBOPUTU
XMBHWIN 06pas AjNCHOCTI, WO Npu3Beae A0 MOPAAbHOMO Kpaxy
cy6'eKTa, NPOTK AKOro CNpAMOBaHi iHbopmaLiiliHi onepaLyji.

MpaKTMyHa UiHHICTb  AocnigkeHHA: Y  peanbHOCTi  NpaBoBoOi
AEMOKpPaTUYHOI AepyKaBKu BCi Aii, y TOMy uncAi 1 Taki, wo €
nposiBoM iHPOPMALLIHOT BiliHWU, MatloTb 34iMCHIOBATUCA AnWwe
Ha OCHOBI 3aKOHY Ta B 1Oro MeKax. ¥ Bunaaky 3 MNonblueto He
iCHY€e EANHOrO yHiBEPCANbHOTO NPABOBOrO PeryntoBaHHA, AKe
6 peryntoBano Le NUTaHHA KOMMNAEKCHO. ICHytoui cTaHaapTh
pO3nopoLeHi MO Pi3HUX 3aKoHax i Avwe onocepeaKoBaHO
cTocytoTbeA iHGOPMaLIHUX onepaLii, Le HEXTyBaHHA 3 BOKY
eniTM NONbCbKOI AEPKaBK, AKa NPUIMMaE piweHHs. Mogaji, wo
BiABYNUCA NPOTArOM KiNbKOX OCTaHHIX MicALIB Ha NONbCbKO-
6inopycbKOMy KOPAOHI, NiAKPECAUAN HOPMATUBHUIA AediumnT
Y UbOMY MNAaHi.

OpwuriHanbHicTb/LLiHHICTb AocnigKeHHs: IHbopMmaLis Byna, € | Byae ogHMM
i3 HaliBaXK/IMBILLMX pecypciB byab-AKOi OpraHisaLi, B TOMy Ynchi
Aepwasn. He pgmBHO, wWwo, 3 ogHoro 60Ky, BiH CUCTEMHO
3aXMLLEHWI, a 3 iHWOro, iHoAi cTae 06’€KTOM pi3HOrO poAy aTak.
HuHi, 3aBAsKM noBclogHMM IT-TexHonoriAM Ta  rnobanbHiin
KOMYHiKaLii, MO}Ha — 33 onomoroto iHbopmaLii — BnavMBaTh He
/viLie Ha OKpeMy NItOAMHY, a M Ha Ljii coLianbHi rpynu, 3peLuToto,
Ha CycninbCTBO NeBHOI KpaiHu. Lii opraHizosaHi gji matoTb popmy
iHpopMmaLiMHMX onepauii y pamkax iHPopmaLiiHOi BiliHWM B
Hoocoepi. binblue TOro, X MOXKHA BBaXaTM MOCTIMHUM
€/1eMEHTOM FibpPUAHUX BOEH.

O6mexkeHHa gocnigykeHHA/MailbyTHi gocnigxeHHs: Lle HeobxiaHicTb
TEPMIHOBMX  Aii  NapnameHTy [A1A  YXBaJIEHHA  3aKOHY,
NPUCBAYEHOTO MOK/IMBOCTI  BeeHHA iHhOpMALMHOI  BiliHW
BU3HAYEHMMM YCTAaHOBaMM Ta C1yKBamu, 3 0COBAMBMM aKLLEHTOM
Ha CeKpeTHi cnan. TakMM YMHOM MIABULLMTLCA CTIMKICTb MonbLyi
[0 3arpo3, AKi BUNMBAOTb i3 KOHLENLLi ribpuaHOi BilHW.

Twn crarTi: TeopeTuyHa.

Knawuosi cnoea: iHdopmaLiniHi
po3WKpeHHs, ribpuaHa BiliHa.

onepauji, 6e3sneka, npaso,

Modern societies are based on information, so information is treated as one of their most valuable
resources. It is not an exaggeration to say, that information can create reality and influence states,
nations and individuals. Of course, everyone instinctively assume that information presented to
them is true, but it is not always the case. Today distorted or false information can be a weapon as
harmful as tank, rocket or a jet fighter. Modern conflicts more and more often take place in info-
sphere as a competition for our hearts and minds, thus they do not take physical form. Because of
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that, we can witness dynamic development of methods and means of information warfare used in
information operations. In turn these operations are integral part of hybrid wars.

The purpose of this article is to outline the essence of information operations, their relation
to hybrid wars and most of all, indicate legal aspects of information operations in Poland.
Furthermore, | will try to determine if legal instruments available in Poland are sufficient and
adequate to threats present in modern reality.

2. Results

I. The concept and essence of information operations

Information operations are complicated and complex projects aimed to impose your perception of
reality on the other side of conflict. Their purpose is moral disintegration of a society, in particular
their elite and decision makers, and convincing other subjects of international law of the rightness
of your actions. Of course, they also include the means of protection of your own information, info-
sphere and information related infrastructure. Information operations can be offensive or
defensive, but they always aim to gain information advantage over the enemy (Operational Law
Handbook, s. 412).

According to NATO Doctrine JP 3-13 information operation is a set of activates that aim to
influence information and information systems of your adversary, while at the same time defend
your own information and information systems. Information operations are used in every phase of
military operations including physical conflict, and on every level of military operations. Information
operations are integrated employment, during military operations, of information-related
capabilities in concert with other lines of operation to influence, disrupt, corrupt, or usurp the
decision-making of adversaries and potential adversaries while protecting our own (Joint Doctrine
for Information Operations).

Information operations include activities such as confusing adversaries, PSYOPS
(psychological operations), electronic warfare and physical destruction of information infrastructure
(Olechowski, M.).

Information operations are defined in a draft of RP information security doctrine from 25
July 2015. According to it, information operations are actions taken to influence information and/or
information systems in order to shape and take over decision making processes of adversaries
(automated or involving the human factor) while defending your own decision-making processes.
From a military perspective information operation are actions taken to influence morale, cognition
and military capabilities of adversaries, potential adversaries or other sides of a conflict that support
the objectives of the current mission. Information operations include offensive and defensive
actions. Offensive actions include psychological operations, confusing actions, destruction,
electronic warfare, information attacks and activities that involve social communications. Defensive
actions include Information security, protection, anti-propaganda, counter-espionage, electronic
warfare, special information actions (Draft Information Security). As can be seen, the definition of
information operations is basically the same as the definition of these operations from the NATO
doctrine JP 13-3. Which, due to Poland’s membership in the North Atlantic Alliance, is fully
understandable.

The goal of information operations, as R. Szpyra emphasizes, is to gain an advantage in
command (Szpyra, R.). A similar view is presented by A. Lelonek, who claims that the main objective
of such operations is to influence the processes based on communication and information transfer,
regardless of whether they are automated or involving a human factor. The scope of information
operations includes, among others: intelligence, support for communication systems, information
systems and coordination on various levels of activity, resulting from a coherent action strategy. To
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be successful, information operations must be integrated with air, land, sea, space and special
operations, and be consistent with national and military objectives (Lelonek A.).

Information operations, as emphasized by Z. Modrzejewski, must be based on effective
reconnaissance and intelligence support. Good, reliable, accurate and timely information is a factor
that can give an advantage over your adversary (Modrzejewski, Z., 2013, s. 138, 139). This advantage
should be understood as the ability to gather, store, process and distribute information, maintain
its uninterrupted flow and make full use of it, while having the ability to prevent the adversary from
carrying out similar information actions (Aleksandrowicz, T. R., 2016, s. 107). Information advantage
over your adversary is a factor that determines the success of the information operation
(Sienkiewicz, P., 2004, s. 376). The conflicting parties gain the information advantage by selecting
adequate tools, depending on the type of activities and the conditions (Kazmierczak, D., 2017, s.
113).

Modern information techniques allow, as stated by M. Wrzosek, manipulation of image and
sound, and thus make it possible to publish untrue, processed, and manipulated information in
order to achieve a specific goal of information warfare. The information broadcasters can
intentionally present material that comes from a different place, other time and present a situation
in a different light. Due to limitations in the method of information transmsion, the average
recipient is not able to recognize the manipulation (Wrzosek, M., 2018, s. 173).

The author develops the above thesis by adding that “The main level of the confrontation is
“invisible war” carried out in the sphere of propaganda, disinformation and counteracting
information. In this context, information operations target the system, not individuals, and are
therefore sometimes invisible to the public. Meanwhile, by using the methods of direct influence
(eg mass media, social networks), the opinions of specific social groups are formed” Wrzosek, M.,
2018, s. 308).

Based on the above theses, it can be concluded that information operations are an important
component of information warfare, or more broadly, information war. The latter, in turn, should be
seen as an element of the so-called hybrid war.

Il. Information warfare and hybrid war
Information warfare, contrary to some opinions voiced in media, is not a new concept A. Zebrowski
aptly points out that “The history of information warfare is as long as the human history. However,
it was not documented. Furthermore — it has never even been called information warfare. However,
this does not mean that the functions of obtaining information, information disruption and
information defence associated with it today appeared only at the end of the 20th century. They
have always existed. (...) In the initial period, the information warfare took place only in the personal
information space, where the basic source of information was other man, as well as the phenomena
occurring in his immediate and further surroundings. At that time, only direct observation and
participation in the conversations, or written communications gave access to knowledge about the
opponent and enabled decisions and actions to be taken. The ongoing civilization changes,
accompanied by the intensive development of science and technology, mean that the information
warfare also takes place in the technical information space” (Zebrowski, A., 2017, s. 91). Therefore,
the information warfare has not only a personal but also a technical dimension, which, due to
technological progress, is becoming more and more important. The special agencies of a state play
a significant role in these struggles, which in the domestic realty is related to the activities of both
civil and military intelligence and counterintelligence (Wiszniewski, L. 2020, s. 66). The special
agencies are actually predestined to lead and direct the information warfare.

Referring to the issue of information warfare (information war) as one of the basic elements
of hybrid war, it is best to define what information warfare is and then relate that definition to the
issue of hybrid war. The concept of information warfare can be defined as a complex of actions that
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include supportive actions, counteraction and information defence, carried out according with one
concept and plan, in order to fight and maintain control over the enemy in the field of information
during the preparation for military operations and conducting combat operations (J. L., 1999, s. 80).
Information warfare is defined somewhat differently by P. Sienkiewicz, who recognizes that
“Information warfare (infowar) is all offensive and defensive activities necessary to gain an
information advantage over the opponent and to achieve the intended military (political) goals. The
essence of the fight understood in this way is:

1) Destruction (or degradation of value) of the opponent’s information resources and
information systems.

2) Ensuring the security of your own information resources and the information systems”
(Sienkiewicz, P., 2004, s. 375).

NATO standards define information warfare as information operations carried out during a
crisis or conflict in order to achieve or promote specific goals in relation to a specific opponent or
opponents. This warfare may include actions to deny access, use or destroy the enemy's information
and information systems, and to protect one's own information resources and systems, including
information systems. Information warfare is any attack against the information system, regardless
of means (Grimes, D. I., Rawcliffe, J., Smith, J., 2006). On the other hand, in Russia, as J.L. notes,
“Russian specialists perceive information warfare as a complex of undertakings —including support,
counteraction and information defence — carried out according to a uniform concept and plan in
order to fight and maintain control over the enemy in the field of information while preparing a
military operation and conducting combat operations” (J. L., 1999, s. 80). Regardless of whether we
consider the issue of information warfare in the context of the NATO or the Russian doctrine, its aim
is always to gain an information advantage over the enemy. This issue is presented in a similar way
by M. Wrzosek, who claims that “Information warfare becomes the main area of conflict, because
“gaining” an advantage (dominating) in the area of information is the basic necessity for effective
and precise activities” (Wrzosek, M., 2018, s. 188).

Information warfare is all offensive and defensive activities necessary to obtain an
information advantage over the enemy and to achieve the intended military (political) goals. In this
fight, diplomacy, propaganda, psychological campaigns, influencing political and cultural processes,
disinformation, media manipulation, infiltration of computer networks are used as tools
(Aleksandrowicz, T. R., 2014, s. 30-32; Olechowski, M., 2018). Information warfare, as pointed out
by D. Kazmierczak, may be: an autonomous phenomenon, a component supporting military
operations, the main component supported by military operations. He then states that the elements
of information warfare are: physical destruction, security operations, psychological operations,
sabotage, electronic warfare (Kazmierczak, D., 2017, s. 112).

The doctrine indicates that information warfare is not the exclusive domain of the armed
forces, it is also conducted by non-military entities, both in times of peace and in times of crisis
(Zebrowski, A., 2017, s. 95). Therefore, it should be noted that both state and non-state entities
have a rich set of tools at their disposal to be used in information warfare. These are, for example:
financing scholarship programs, grants, research programs for students, scientists, experts,
journalists or artists and using their emotional or personal attachment to a given environment,
structure or simply friends in the country and abroad related to the donor; supporting student,
expert and industry exchanges or taking patronage over similar events; selecting and assisting in the
career of promising or not very promising journalists, politicians or experts, and through them
influencing the information space, public opinion and decision-making process in a given country in
the future; corruption of politicians, officials, military structures, journalists, employees of the
financial sector, experts, social activists, activists or people of culture and science, both in the form
of direct financial gratification and indirect (assistance in a career, offering positions in controlled
private sector companies or international structures); establishing, taking over or destroying
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analytical centres, think-tanks and similar research and development initiatives that could pose a
threat to a given narrative in domestic or foreign policy; establishing, taking over or destroying
organizations, movements and social initiatives, political parties or organizations of an economic
nature (e.g. cooperatives) at the local, regional and national level; disseminating false or
manipulated information in whole or in part, aimed at influencing emotions, social moods, patriotic
feelings, issues that are painful from the historical or political point of view, through own and
friendly mass media; releasing false or manipulated information through official and unofficial,
public and covert channels; disseminating secret information to the media, which would not be
obtained in any legal way, and the publication of which may have an impact on the public mood or
public opinion; acquiring, using and disclosing agents of foreign services or the so-called “Agents of
influence” who were recruited using the above-mentioned methods, and whose deployment at
various levels of state administration, in the media or private companies, especially in the financial
sector, in the enemy country is most often much more effective, cheaper and safer than large-scale
political media campaigns (Lelonek A.).

Today the information warfare is more and more important. It has, as correctly stated by
M. Wrzosek, an impact on the processes shaping both international security and security of
individual countries and citizens. In this context, however, it should be clear that non-state entities
are most significant participants in the information warfare, whose activities often violate the
security of the international community, e.g. terrorism, organized crime, industrial concerns. In
addition, it covers a wide spectrum of impact on the internal and external environment of virtually
all countries, as well as non-state entities. Thus, information warfare is present in human life, social
groups, nations, states, international organizations and other non-state entities (e.g. criminal
organizations, terrorist organizations, companies offering military services) (Wrzosek, M., 2018, s.
151, 152).

Gaining an information advantage appears to be a necessary condition for information
security, a process and condition for the freedom of access, collection, processing and flow of high-
quality information (achieved through substantive selection) is ensured, combined with rational,
legal and customary separation of categories of informations to be protected or rationing of
information, due to the safety of entities they concern (Felhler, W., 2016).

Information warfare is unanimously considered to be one of the manifestations of the so-
called hybrid war. Concept of hybrid war appeared in literature for the first time in 2002 in the work
of WJ Nemeth titled Future war and Chechnya: A case for hybrid warfare (Nemeth, W. J., 2002),
although it should be noted that in the work of Sun Tzu Art of War one can find substitutes of what
nowadays it is called a hybrid war. He stated that “To win one hundred victories in one hundred
battles is not the acme of skill. To subdue the enemy without fighting is the acme of skill”. Here the
essence of information warfare as a component of hybrid war is fully revealed.

The etymological origin of the terms, “hybridity” comes from the Latin word hybrid. An
individual that is a result of cross-breed between two genetically different individuals belonging to
different species, varieties or races. Hybridity is a property resulting from the mixing of features,
elements belonging to different, often structurally different and genetically distant, opposing
objects, organisms or states. Hybridization means the merging of essentially different features
around one, separate being, while maintaining specific species properties that determine the
“superiority” of a new, hybrid organism in terms of, for example, resistance to disease, endurance
or greater adaptability.

Work on the development of the concept of hybrid war and was undertaken simultaneously
within NATO and the Russian Federation. The works of F.G. Hoffman (Hoffman, F. G., 2007) and W.
Gierasimow (Gerasimov, V., 2013) were fundamental for that concept. Also, in Poland, the issue of
hybrid war was raised by representatives of the doctrine (Antczak — Barzan, A., 2016, s. 259-282;
Skoneczny, t., 2015, s. 39 — 50; Lewandowska, A., 2016, s. 187-199; Piotrowski, M. A., 2015, s. 7-38).



https://portal.issn.org/resource/issn/2534-9228
https://portal.issn.org/resource/issn/2534-9228

ISSN 2522-9842  Journal of Scientific Papers “Social Development and Security”, Vol. 12, No. 1, — 2022

Hybridization in relation to armed conflicts is the coexistence of elements of “old” and “new” wars,
classic armed conflicts and “postmodern” wars, clashes of national armies and asymmetric conflicts,
super-military technologies and primitive weapons, struggles for territories and resources, and
disputes over identity and values, confrontation of parochialism and cosmopolitanism.

Therefore, we can justify the statement of K. Surdyk that “The most important principle of
the hybrid war strategy is to ensure the maximum concentration of resources in sensitive places in
order to effectively destabilize the political and military leadership of the enemy state, its economic
and social structures, and the cultural sphere, and then dismantle the state as a sovereign entity of
international law and hand them over to external control” (Surdyk, K., 2018). For this purpose, many
different instruments are used, but as emphasized by E. Sadowska, information is an excellent
weapon in waging a hybrid war (Sadowska, E., 2017). Due to information warfare, it is possible to
achieve the goals of hybrid war, and therefore it should be considered one of its important
determinants. Therefore, it is necessary to win the information fight or, more broadly, a hybrid war,
not only to disintegrate the enemy’s information and information systems, but also to ensure the
information security of one's own resources.

Information security is one of the most important aspects of public security. It is the state's
responsibility to ensure it, although private institutions may be used for this purpose. However, the
state is always, the entity that is originally entitled to a monopoly on the use of legal coercion. It
may, even if it entrusts a private entity with some public task in the discussed sphere, withdraw its
decision in the field of public security, including information security. This means that the currently
fashionable process of privatization of public tasks is — in the context of ensuring the said security —
completely reversible, if the state deems it justified. The essence of the existence of public
administration is service for the common good (Chochowska, A., 2019).

Ill. Legal bases of information operations in Poland

There is still an issue of legal basis for information operations in Poland to be clarified as part of this
article. It seems that there are large deficits in this matter, and the existing legal instruments do not
meet the requirements of modern times. The special forces of a given country are naturally
predestined to conduct information warfare. It is no different in the case of Poland, where the
Internal Security Agency and the Foreign Intelligence Agency play a leading role, as well as military
special forces in the form of the Military Counter-intelligence Service and the Military Intelligence
Service. The usefulness of the last of the Polish secret services, namely the CBA in the field of
information operations being a manifestation of information warfare and hybrid war, is very limited
due to the purpose of its operation.

During the analysis of Polish legislation in the context of information operations, it must be
noted that there is no uniform normative act that comprehensively regulates this issue. The existing
law that regulates information operations is scattered between a number of different laws and only
indirectly relate to the issue at hand. We are talking here, for example, about the Act of 5 August
2010 on the protection of classified information, which in art. 1 clause 1 defines classified
information as information the unauthorized disclosure of which would cause or could cause
damage to the Republic of Poland or would be unfavourable from the point of view of its interests;
the Act of 5 July 2018 on the National Cybersecurity System, which main drawback in the context of
information warfare is that it only covers the cyber-sphere, and not the entire information sphere;
the Act of June 10, 2016 on anti-terrorist activities, which under Art. 60 sec. 1 imposes on recipients
of pre-paid services the obligation to register them, significantly eliminating their anonymity, and
thus often also impunity; as well as service pragmatists for Polish secret forces, i.e. the Act of May
24, 2002 on the Internal Security Agency and the Foreign Intelligence Agency and the Act of June 9,
2006 on the Military Counter-intelligence Service and the Military Intelligence Service.
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Both intelligence and counter-intelligence agencies in Poland can conduct information
operations, and it does not matter whether they are civil or military. Of course, these actions are
often negatively perceived by the ruling elites in democratic countries as actions unworthy and
contrary to ethics, nevertheless, from the perspective of the state's interests, in some situations
they are even necessary.

When analysing the Act of 24 May 2002 on the Internal Security Agency and the Foreign
Intelligence Agency, it should be stated that the tasks of the Internal Security Agency, pursuant to
Art. 5 sec. 1 and 3 are: to identify, prevent and combat threats to the internal security of the state
and its constitutional order, in particular the sovereignty and international position, independence
and inviolability of its territory, as well as the defence of the state, as well as obtaining, analysing,
processing and providing competent authorities with information that may be of significant
importance for the protection of the internal security of the state and its constitutional order
(Chochowski, K., 2021). As can be seen, this quite generally outlines the scope of tasks assigned to
the Internal Security Agency and includes the possibilities of undertaking and implementing
information operations, although no provisions of the act expressis verbis indicate this.

However, in relation to the second of the agencies indicated in the referred to act, the
Foreign Intelligence Agency, its tasks are described in Art. 6 sec. 1, and include: obtaining, analysing,
processing and forwarding to the competent authorities information that may be of significant
importance for the security and international position of the Republic of Poland as well as its
economic and defence potential; identifying and counteracting to the external threats to security,
defence, independence and inviolability of the territory of the Republic of Poland; protection of
foreign representative offices of the Republic of Poland and their employees against the actions of
foreign secret services and other actions that may be detrimental to the interests of the Republic of
Poland; ensuring cryptographic protection of communication with Polish diplomatic and consular
posts and courier services; recognizing international terrorism, extremism and international
organized crime groups; identification of international trade in weapons, ammunition and
explosives, narcotic drugs and psychotropic substances as well as goods, technologies and services
of strategic importance to the state’s security, as well as recognition of international trade in
weapons of mass destruction and threats related to the proliferation of these weapons and their
means of delivery; identifying and analysing threats in the areas of international tensions, conflicts
and crises affecting the security of the state, and taking actions to eliminate these threats;
identifying, counteracting and preventing terrorist events directed against citizens or property of
the Republic of Poland outside the state, excluding events of a terrorist nature directed against the
personnel or property of the Polish Armed Forces; conducting electronic espionage; undertaking
other activities specified in separate acts and international agreements.

The implementation of the above tasks by the Foreign Intelligence Agency may take place
through information operations or, more broadly, information warfare. However, also in this case,
Polish legislation does not contain provisions that would directly regulate the issue in question,
leaving this special service a large scope of freedom in the taken actions.

The Act of June 9, 2006 on the Military Counter-intelligence Service and the Military
Intelligence Service defines the legal status of military special forces in Poland, also indicating their
tasks. Regarding the MCS, its basic tasks were defined by the legislator in Art. 5 sec. 1 and 2, and
they include: recognition, prevention and detection of crimes referred to in art. 5 sec. 1 point 1 of
the act; cooperation with the Military Police and other agencies authorized to prosecute the crimes
listed in art. 5 sec. 1 point 1 of the act; identification, prevention and detection of terrorist events
and crimes affecting the security of the defence potential of the state, the Polish Armed Forces and
organizational units of the Ministry of National Defence; implementing, within its jurisdiction, the
tasks specified in the provisions of the Act of 5 August 2010 on the protection of classified
information (Journal of Laws of 2016, items 1167 and 1948 and of 2017, item 935); obtaining,
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collecting, analysing, processing and transferring to the competent authorities information that may
be of importance for the state’s defence, security or combat capability of the Polish Armed Forces
or other organizational units of the Ministry of National Defence, within the scope specified in art.
5 sec. 1 point 1 of the Act, and taking actions to eliminate the identified threats; conducting radio-
electronic counter-intelligence and undertakings in the field of cryptographic protection and
cryptanalysis; participating in planning and carrying out control over the implementation of
international agreements on disarmament; protection of the security of military units, other
organizational units of the Ministry of National Defence and soldiers performing official tasks
outside the state; protection of the safety of scientific research and development works
commissioned by the Armed Forces of the Republic of Poland and other organizational units of the
Ministry of National Defence as well as the production and trade in goods, technologies and services
for military purposes ordered by the Armed Forces of the Republic of Poland and other
organizational units of the Ministry of National Defence, to the extent specified in art. 5 sec. 1 point
1 of the act; taking actions provided for by the MCS, in other acts, as well as international
agreements by which the Republic of Poland is bound (Chochowski, K., 2019, s. 231-240).

The catalogue of the MCS tasks was extended pursuant to the provision of Art. 5 sec. 1-point
2a of the Act, adding to them the identification, prevention and detection of terrorist events and
crimes affecting the security of the defence potential of the state, the Polish Armed Forces and
organizational units of the Ministry of National Defence. Noticing the problem of terrorist activity
as well as the possibility of hostile actions by other countries in a legally undefined state, no longer
peace but not yet war, is a specific response of the legislator to the changing nature of threats. This
problem is particularly visible in the context of the so-called hybrid war, and its importance is
proved, for example, by Russia's activity towards Ukraine, the aim of which was the annexation of
Crimea. An essential change of the discussed legal regulation is also the introduction of Art. 29a, on
the basis of which, the Head of the Military Counter-intelligence Service can allow to use devices
that prevent telecommunications. This blockade is applied in a specific area for the time necessary
to perform activities of MCS, taking into account the need to minimize the effects of the inability to
use telecommunications services. The Head of the SKW shall immediately inform the President of
the Office of Electronic Communications about the use of devices that prevent telecommunications.
Thus, we see a specific response to the progressive development of ICT, social media and the
possibility of using them in anti-state activities (Chochowski, K., 2021, s. 171, 172).

In turn, in relation to the Military Intelligence Service, the catalogue of tasks of this service
is indicated in Art. 6 sec. 1 of the Act, according to which the tasks of the CSG include: obtaining,
collecting, analysing, processing and transferring to the competent authorities information that may
be of significant importance to the security of the defence potential of the Republic of Poland, the
security and combat capability of the Polish Armed Forces, the conditions for the implementation
of tasks abroad by the Polish Armed Forces; identifying and counteracting to the external military
threats to the defence of the Republic of Poland, threats imposed by international terrorism;
identification of international trade in weapons, ammunition and explosives as well as goods,
technologies and services of strategic importance for state’s security, as well as identification of
international trade in weapons of mass destruction and threats related to the proliferation of these
weapons and their means of delivery; identifying, counteracting and preventing terrorist events
directed against the personnel and property of the Polish Armed Forces abroad and combating the
effects of such events; identifying and analysing threats in the areas of international tensions,
conflicts and crises, affecting the state's defence and the combat capability of the Polish Armed
Forces, as well as taking actions to eliminate these threats; conducting electronic intelligence for
the Polish Armed Forces and undertakings in the field of cryptanalysis and cryptography;
cooperation in organizing Polish military representations abroad; participating in planning and
carrying out control over the implementation of international agreements on disarmament;
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undertaking other activities provided for by the CSG in separate acts, as well as international
agreements by which the Republic of Poland is bound. In addition, the tasks of the CSG include
identifying, counteracting and preventing terrorist events directed against the personnel and
property of the Polish Armed Forces outside the state and combating the effects of such events, as
stated in Art. 6 sec. 1-point 3a (Chochowski, K., 2021, s. 178, 179).

Summarizing the considerations on the legal basis of information operations in Poland, some
gaps and shortcomings can be noticed. The existing legal regulations do not seem to notice this
issue, which is so important from the perspective of information warfare and hybrid warfare.
Indirectly, these operations are legitimized by the provisions contained in the official pragmatics of
Polish secret forces, as well as the Act of August 5, 2010 on the protection of classified information,
or the Act of July 5, 2018 on the national cybersecurity system. However, there is no universal,
comprehensive normative act sanctioning these operations. Thus, there is an urgent need to
undertake legislative work in this area, as evidenced by the action conducted by A. Lukashenka,
who, by using foreigners, aims to destabilize the internal situation in Poland, leading against it, inter
alia, information fight.

3. Conclusions

Information was, is and will be one of the most important resources of any organization, including
the state. It is not a surprise that, on the one hand, it is systemically protected, and on the other
hand, it is sometimes the target of various types of attacks. Nowadays, thanks to the ubiquitous ICT
technologies and global communication, it is possible — with the help of information — to influence
not only the individual but also entire social groups, and finally the society of a given country. These
organized actions take the form of information operations as part of information warfare in the
noosphere. Moreover, they can be considered a permanent element of hybrid wars.

The dynamic development of information systems and accompanying technologies, apart
from undoubted positives, generates new threats. With their help, it is possible to create a false
image of reality, leading to a morale collapse of the subject against whom information operations
are directed. This in turn requires an appropriate response on the part of the state, as an
organization which bears the burden of responsibility for the security of entities under its authority.
In the reality of a democratic state ruled by law, all actions, including those that are a manifestation
of information warfare, must be taken only on the basis of the law and within its limits (Piasecki, B.,
2021; Minkina, M., Gatek, B., 2015; Ston, M., Wéjcik, S., 2020; Budzisz, M., 2021).

In the case of Poland, there is no one universal legal regulation that would deal with this
issue in a comprehensive manner. Existing standards are scattered across various laws and only
indirectly deal with information operations. This is a major neglect on the part of the decision-
making elites of the Polish state. The events that have taken place over the past few months on the
Polish-Belarusian border have highlighted the normative deficits in this regard. Hence the need for
urgent action by the parliament in order to pass a law dedicated to the possibility of undertaking
information warfare by designated entities and services, with particular emphasis on secret forces.
In this way, Poland's resilience to threats resulting from the concept of hybrid war will be increased.
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