ISSN 2522-9842

Social Development and Security, Vol. 15, No. 1, — 2025

Modeling processes in the information and control system
of a military robotic vehicle under conditions of

uncertainty

MopaentoBaHHA npouecis B iHpopmaLitHO-
Kepylui cuctemi BincbKoBoro pob6otmnsosaHoro
aBTOMO6inA B ymoBax HeBU3HA4Y€HOCTi

Denys Kotov
Corresponding author: Doctor of Philosophy, associate professor, e-mail:
zvyagel.zt@ukr.net, ORCID: 0000-0002-6775-5593
Victor Klymenko
Candidate of Technical Sciences, Senior Researcher, Associate Professor,
e-mail: viktorklymenko1971@gmail.com, ORCID: 0000-0002-8073-4404
Oleksandr Lysyi

Candidate of Technical Sciences, Head of the Department, e-mail:
010021971 @gmail.com, ORCID: 0000-0002-7389-1161

Yuriy Petryk
Senior Lecturer, e-mail: asva@ukr.net, ORCID: 0000-0003-4589-4282
Volodymyr Marchenko
Lecturer, e-mail: marchenko2204@ukr.net, ORCID: 0000-0001-5775-4477
Hennadii Shyshkin

Lecturer, e-mail: gbsh1966@gmail.com, ORCID: 0009-0006-6463-1524

AeHuc Kotos
Corresponding  author:  pgoktop  dinocodii,
zvyagel.zt@ukr.net, ORCID: 0000-0002-6775-5593
Biktop KnumeHko
KaHAMAAT TEXHIYHMX HAyK, CTaplWMWit HAayKOBWUW CMiBPOBITHWUK, AOLEHT,
e-mail: viktorklymenko1971@gmail.com, ORCID: 0000-0002-8073-4404

OnekcaHap Nucui
KaHAMAAT TeXHIYHUX HayK, AOLEHT, HayanbHWK Kadegpw, e-mail:
010021971 @gmail.com, ORCID: 0000-0002-7389-1161

lOpin MeTpuk
CTapLuuii BUKNagad, e-mail: asva@ukr.net, ORCID: 0000-0003-4589-4282
Bonogumup MapueHKko
BMK/aZay, e-mail: marchenko2204@ukr.net, ORCID: 0000-0001-5775-4477

FeHHapin WUNWKiH
BMKnagay, e-mail: gbsh1966 @gmail.com, ORCID: 0009-0006-6463-1524

[oueHT,  e-mail:

BilicbkoBa akagemin, m. Ogeca, YkpaiHa

Military Academy, Odesa, Ukraine

Received: February 06, 2025 | Revised: February 23, 2025 | Accepted: February 28, 2025

DOI: 10.33445/sds.2025.15.1.13

Purpose: is presented in the substantiation of the analytical approach to
modeling the processes of the stochastic mathematical
model in the information and control system with
multisensory channels of information interaction in a military
robotic vehicle under the influence of destabilizing factors.

Method: method of mathematical modeling.

Findings: the paper presents the results of simulation modeling, which
indicate the adequacy of the proposed approach to
formalizing the processes of information interaction of the
information system for controlling a military robotic vehicle
with the operating environment with objects in a situation of
information system redundancy (random disturbances)
under conditions of different levels of influence of external
destabilizing factors, artificial and natural, as well as
destabilizing factors of intra-system origin, objectively
present in any information system.

Theoretical implications: the main results of the research on the topic of
the article are improvement of the information structure of
the control system of a military robotic car in conditions of
uncertainty.

Papertype: theoretical (computational and analytical).

MeTta poboTh: O6rpyHTYBaHHA aHaNITUYMHOMO Niaxody A0 MOAENOBAHHA
NPOLLECIB CTOXAaCTUYHOI MaTemMaTUYHOI Moaeni B iHpopmaLiiHo-
Kepytouin cnctemi 3 pi3HOCEHCOPHUMM KaHanamu
iHpopmaLiiMHOi B3aemogii y BiicbkoBOMY pPOBOTM3OBAHOMY
aBTOMObiNi B ymoBax BnauBy AecTabinisytoumx dpaktopis.

MerTog, AoCniaMeHHA: MeTO, MaTeEMaTUYHOTO MOAENIOBAHHA.

Pe3ynbTat gocniayKeHHs: B poboTi NpeaCcTaBAeHO pesy/ibTaTv iMiTalimHoro
MOAENt0BaHHA, AKi cBigyaTb npo A[eKBaTHICTb
3anponoHoBaHoro nigxody [0  dopmanisauji  npouecis
iHpopMmaLiiiHOi B3aemogii iHGOopMaL,HOI cucTeMn KepyBaHHA
BilicbkoBMM p060TU30BaHMM aBTOMObiNEM i3 cepesoBULLEM
eKcniyatauii 3 ob’ektamu, WO nepebysalotb y cuTyauii
HaaMipHOCTi iHbopMmaLiiiHOT cucTemun (BUNAAKOBUX 36ypeHb) B
YMOBaxX PI3HOrO PiBHA BM/IMBY 30BHILWHIX AecTabinisyoumx
baKTopiB, WTYYHMX i NPUPOAHUX, A TaKOXK AecTabinisytoumx
baKTopiB  BHYTPILUHHOCUCTEMHOTO MOXOAMKEHHA, 06’EKTUBHO
NpUCYTHIX y ByAb-aKil iHbopMaLiiHii cuctemi.

TeopeTMyHa UiHHICTb  AOCAIAMEeHHA: OCHOBHWMMK  pe3y/bTaTamu
OOCNIAKEHHA 32 TEeMaTUKOKW CTaTTi € YAO0CKOHaNEeHHA
CTPYKTYpY iHPOPMALLIMHOT CUCTEMMU KepyBaHHA BiIICbKOBUM
po60oTr30BaHUM aBTOMOGiIEM B yMOBaX HEBU3HAYEHOCTI.

Tun cTaTTi: TEOpeTMYHa (PO3PaxyHKOBO-aHANITUYHUIA).

Key words: military vehicle, ground robotic vehicle, adaptive information
and control system, destabilizing factors, simulation
modeling.

Introduction

Knrouoei cnoea: BiicbkoBMIA aBTOMOGiINb, HazeMHWUn POBOTU30BAHMIA
asTomobinb, aganTueHa iHbOpMaLiHO-Kepyloya cucTema,
Aectabinisytoui dakTopw, imiTauiitHe moaentoBaHHA.

The problem of increasing the stability of the functioning of the information and control system with
multi-sensor channels of information interaction of the ground robotic vehicle with the objects of
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the external environment is characterized by the uncertainty and conflict of the conditions of its
functioning [1, 2]. This problem is characterized by several directions of synthesis and the
introduction of a number of innovative technological solutions into the structure and algorithms of
the functioning of such systems.

The first direction is the synthesis of “reliable” recognition technology, with the help of which
it would be possible to implement the process of recognizing environmental objects.

The second direction is the development and improvement of existing driver assistance
systems — Advanced Driver Assistance Systems (ADAS).

The third direction is the development of control systems for ground vehicles (including
military ones) based on artificial intelligence algorithms.

Therefore, any of the considered areas of ground vehicle automation is characterized by the
presence of separate elements (subsystems) of automated (robotic) vehicle control, the element
base of which are heterogeneous sensors, sensors and optical means of obtaining information about
environmental objects, the state of systems and mechanisms of the car and the driver [3, 4].

Thus, at this stage of the development of information and control systems for military
purposes, which structurally and functionally combine multi-sensory channels of information
interaction for the control of ground vehicles (military vehicles), the problem of the high-quality
functioning of such vehicles under the influence of destabilizing factors remains an unsolved and
urgent problem.

Materials and methods

The solution of the scientific problem of determining (justification) ways of increasing the stability
of the functioning of the information and control system of a military robotic vehicle with multi-
sensor channels of information interaction under the conditions of the action of destabilizing factors
is considered in the works [5, 6], in which the problem of optimality of adaptive systems is solved.
The excess of the environment, which reflects the invariant characteristics of the conflict
information and control system of the military robotic vehicle, is as important for the stability of the
system design of this complex as its own redundancy — the internal regularity of the system.
Therefore, the development of a statistical model is related to the solution of multifactorial
problems within the limits of the given quality and the solution of the problem within the limits of
different states of quality.

For simulation modeling of the functioning of the information and control system with multi-
sensory channels of information interaction under the influence of destabilizing factors, the
characteristics of the operational properties of the model will be determined through the laws of
their probability distribution.

A stochastic (probabilistic) model of an information and control system with multi-sensor
channels of information interaction is a mathematical model in which the initial parameters (output
information), operating conditions, state characteristics of the subsystems of the ground robotic
apparatus are represented by random variables and are connected to each other by stochastic
(irregular) dependencies. Accordingly, the characteristics of the operational properties of the model
are determined by the laws of their probability distribution.

The stochastic model establishes probabilistic dependencies between input X and output Y
of the information and control system of a military robotic vehicle.

Assuming that X is the state of the environment, and Y is the state of the robotic object =,
the latter can be represented by the operator of the transformation of the state of the environment
F= into the state of the object. In reality, the state of the information and control system of the
ground robotic vehicle, which is represented by the model Fz, changes under the influence of the
vector of input processes of the environment X = X(t) and is reflected by the vector of output
processes Y = Y(t), as a result of the transformation:
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Y = Fz(X) & Y(¢) = Fs[X(®)] (1)

The presence of random factors can give rise to the following situations:

a physical ground robotic vehicle represents a deterministic mathematical model (1), in
which an additive random process X(t)=S(t)+n(t)+n(t) enters its input, where S(t) is a useful signal;
n(t) — external noise process; n(t) — internal noise. As a result of the transformation, a random
process (signal) Y(t) is observed at the output of the model. Idealizing a real object, such a model is
admissible in the research, if the influence of random factors (external and internal noise) is
insignificant, that is, neglecting them will not lead to a noticeable distortion of the modeling result.
Such a mathematical model reflects real physical processes in an averaged value;

the physical robotic complex is described by a stochastic model (system parameters change
randomly). If the input of such a model will be a deterministic process X(t)=S(t), random processes
X(t)=n(t) or X(t)=n(t), as well as their mixture, random processes are always observed at the output
of the stochastic model Y(t). Such a mathematical model most adequately (reliably) reflects physical
processes in a real ground robotic vehicle operating under the influence of external and internal
noise.

The proposed stochastic model makes it possible to draw conclusions regarding some
probabilistic characteristics of the studied process, in particular:

of the mathematical expectation (average value) of the k-dimensional vector process
X=Xkx1(t) at the input of the model of the multisensory channels of the ground robotic vehicle:
mx=M(X), where is the statistical averaging operator;

of the mathematical expectation of the m-dimensional vector of internal noises n=nmx1(t)
of the sensor system model of the ground robotic vehicle: mn=M(n);

the variance of the observed random process o® and the variance of intrasystem
disturbances 0%;

of the correlation matrix Ax=M(XXT) of the k-dimensional vector process X = Xix1 and the
correlation matrix An = M(nn') of the m-dimensional vector of internal noises n = nmx1, where “T” is
the index of the transposition operation.

Giving priority to the stochastic model of representation of the operational properties of the
materialized (physical) robotic complex, the following remarks should be taken into account:

firstly, in tasks where high accuracy of simulation results is not required, it is advisable to
give preference to the deterministic model, since its implementation and analysis is much simpler
than that of the stochastic model;

secondly, in tasks when random processes n(t) are comparable to deterministic ones S(t),
the deterministic model is inadmissible. The results obtained using a deterministic mathematical
model will be inadequate to real processes. This refers to the information and sensor subsystems of
a ground robotic vehicle, guidance and control systems of communication and data transmission
subsystems, navigation and orientation subsystems, that is, to any system engineering devices that
work with low-intensity signals;

thirdly, robotic complexes, as is known, belong to the class of conflicting information-
controlled systems, which are characterized by uncertainty regarding the state of military robotic
vehicle, the content of the conditions for conducting the operation, and the properties of the robotic
object taught in it. In such systems, stochastic uncertainty takes the form of informational
uncertainty, for which the stochastic approach has no canonized forms and means.

According to the logic of modeling, adaptive management involves adjusting the
transmission characteristics of the environment in order to maximize the efficiency criterion, or it
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assumes an active search for such an environment of information interaction, the transmission
characteristics of which provide an optimal result.

In the development of the logic of such a simplified model, a control system with multisensory
channels Dy is created what can be the X inputs of a ground robotic transport vehicle and adaptive
control channel w= w(U), with which you can influence the state of the control object Zo. The outlined
construction determines the form and content of the dependence Fz, = Fz[X, w(U)] of the state of
the object under study on the influence of the control process w(U) and the vector of observations X.
In practice, the dependency F. is an algorithm, the type of which describes the structure C. of the

model operator Fz  with precision to the set of its parametersWz. According to this decomposition,
the basic components of the model Fz  are the parametric subspace Wz (U) at the primary (lower)
level, and the structural subspace C;(U) at the secondary (upper) level. In connection with the
specified hierarchy, the control factor space w(U) can naturally be divided into two subspaces: the
subspace of controlling the structure of the robotic object .(U)and the subspace of controlling the
parameters wy, (U) of this structure, in particular: w(U): {wy (U), wc(U)}. The refinements made
allow us to rewrite expression (1) in the following form:

Y = Fg [Wez(U), Cz(U)] = Fz[X, w(U), Wz (U), Cz(U)] (2)
where U = DyxX — isasample of surveillance implementations;
Fz — is a model transformation operator that takes into account the presence

20
of the control factor w(U) € 2.

Having a model F.[X,0U), W, (U),C.(U)]that links the output Y of the control object = with

the state X of the interaction environment and optimal control factors w(U) and taking into account
that the mathematical representation of the efficiency criterion determines the rule of optimal control
of the operation, which is reduced to finding the extreme value of the objective function of the object:

Jo =J, =extrJ; [G,W, X,Y,E(1)], (3)

weQ)

where 0 =0Q(G,W) - isasetofadmissible control parameters w, which, in accordance with
the given restrictions, determine the area of possible solutions G and
the space of conditions for performing the corresponding operations
W, and substituting (2) into (3), we obtain the expression for the
functional of the global efficiency criterion:

Jo =d, =extrd, G, W, X E(1),E. [X,0U), We V), C.U)]} (4)

0eQ

The operator form (1.4) reflects the hierarchical core of the model of an adaptive ground
robotic transport vehicle with a control channel, which includes information processing algorithms
and hardware and software tools for their implementation. According to the logic, the unified
adaptation, as a specific process of managing the situation, is modeled in several aspects of practical
implementation.

Results

First, situation management is considered as a purposeful process of influencing the environment. In
this aspect, adaptation is presented as a means:
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achievement of the given target function (the communication link is shown by a solid line).
Such a definition is postulated on the understanding that adaptation is adequate to optimization in
conditions of external and internal system uncertainties. Moreover, at the interval of observation
T — oo and the immutability of the properties of the object = and the environment, there is equality
Jc =J¢, and it is permissible to use optimization methods to solve the problem of adaptation.
Unacceptable time costs can be reduced by reducing the observation base U(t). However, this will
reduce the efficiency of each iteration step, as the estimate J;becomes very coarse. The decrease in
the efficiency of adaptation is compensated by its efficiency:

compensation for adverse changes in the environment that disrupt the fulfillment of target
conditions (the link is shown by a dotted line). This statement is based on the formal difference
between adaptation and compensation procedures in relation to the sources of information for the
control device. In the process of compensation, the source information for control synthesis w(U) is
the state of the environment X, and in the course of adaptation, the control rule w(U) is synthesized
on the basis of information about the state Y of the object. In contrast to compensation, in adaptation
algorithms the task of optimizing the functional (1.4) is solved for “noisy” implementations and the
unknown structure of the functionals. This procedural property of adaptation made it possible to
choose a formal apparatus for describing the criterion performance indicator J; in its relationship with
the definition of the function of adaptive management w(U) and the development of requirements
imposed on this function.

Secondly, the adaptation factor is modeled as a hierarchical process w(U) € 2 of
maintaining the performance indicator of the information and control system of the ground robotic
vehicle in an optimal state regardless of the effects of any external and internal destabilizing factors.
At the same time, the physical design of such a system imposes a requirement on the management
process w(U): {wyz(U), wcz(U)}. Decomposition of the control factor w(U) into structural wez (V)
and parametric wy, (U) processes make it possible to more effectively solve the problem of the
ground robotic vehicle adaptation of any complexity. From this point of view, changes in the course
of adaptation are conveniently carried out with the help of both the parametric vector
Wes = Wes(U) of the robotics object = — parametric adaptation, and its structure C; = C5;(U) —
structural adaptation. Moreover, at the upper level of the hierarchical structure of the ground
robotic vehicle, the structure is adapted Cyz, and at the lower level, the parameters Wz of this
structure are adapted.

In the proposed model version of the information and control system of the ground robotic
vehicle, adaptation is organized in the form of a two-loop control chain. Each circuit works in different
time modes: the pace of parametric adaptation is much higher than the pace of structural adaptation.
Indeed, the entire cycle of parametric adaptation is required for each step of the object’s structural
changes, otherwise the implemented structure will not be fully effective. The choice of the optimal

structure of the parametric vector {Csopt, Wgopt} extremizes the criterion performance indicator J;
regardless of the change in the situation.

Thirdly, the adaptive control factor is presented as an algorithmic process of functioning of
the information and control system of a ground robotic vehicle in “real” environmental conditions,
when there is usually no information about the model of technological interaction. In this case, the
optimization problem (4) is solved by appropriate adjustment of the parametric vector W(U) =
W= (U) or the structure of the robotic object = based on the results of observations U = Dy X. Here
Dy = DX(mxk) is a rectangular (m X k)-dimensional matrix of transfer functions of a system of

independent multisensory sensors. The transformation of measured values of the environment X
into a form U allows to formulate an efficiency criterion J; (set an objective function) in terms of
parameters of electromagnetic fields, which are related to the measured values, but not identical
to them.
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Conclusions

According to the results of the proposed method of stochastic (simulation) modeling regarding the
ways of increasing the stability of the information and control system of the ground robotic vehicle
with multi-sensory channels of information interaction under the influence of destabilizing factors,
a number of simulations of various malfunction situations were carried out.

The results of simulation modeling indicate the adequacy of the proposed approach to the
formalization of information interaction processes of the information control system of a ground
robotic vehicle with the operating environment with objects in a situation of redundancy of the
information system (random disturbances) in the conditions of different levels of influence of
external destabilizing factors, artificial and natural, as well as destabilizing factors of internal system
origin, objectively present in any information system.

Summarizing what has been said, it should be noted the key value of this model for the
synthesis of the management process w(U), both at the stage of optimal design and during
adaptation. Indeed, one problem (1.4) is solved, but with different initial information. For optimal
design, the functional J;(*)should be calculated, and in adaptation processes, one can limit oneself
to the estimation J;(¢) = Jo(¢)of instantaneous values. This circumstance allows to simplify the
model version of the system of adaptive control of a ground robotic vehicle or any ground robotic
vehicle.
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